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Pig Butchering Scams: The
Long Con Draining Victims Dry

How to recognize, prevent, and fight back against investment fraud

Pig butchering scams are among the most devastating fraud types of the decade. Criminals build deep emotional
trust over weeks or months, then guide victims into fake crypto investment platforms, extracting everything they
have. This whitepaper explains how it works, who is at risk, and how WeVerify helps platforms and individuals
stop it.
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Introduction: The Most Dangerous Scam You Have Not Heard Of

The name sounds absurd: pig butchering. Yet behind this dark nickname lies one of the most psychologically
sophisticated and financially catastrophic fraud operations the world has ever seen. Originating in Southeast
Asia and now operating globally, pig butchering scams have stolen tens of billions of dollars from ordinary

people, and the numbers keep rising.

Unlike a quick phishing email or a rushed phone scam, pig butchering is a long game. Fraudsters invest weeks
or even months cultivating trust with their targets, building what feels like a genuine friendship or even a
romantic connection, before introducing them to a fake investment opportunity. By the time victims realize

what has happened, their savings, retirement funds, or even borrowed money are gone.

This whitepaper is written for organizations, compliance teams, and individuals who want to understand this
threat and take concrete action. WeVerify provides identity verification, KYC, and fraud detection tools that can

stop pig butchering before the damage is done.

$75B+ 3in10 93%

stolen globally since 2020 victims are professionals or cases involve crypto platforms
educated adults




1. How Pig Butchering Scams Work

The term comes from the practice of fattening a pig before slaughter. Criminals spend time nurturing the victim's
trust and assets, then drain everything at once. The operation is methodical, scripted, and often run by organized
criminal networks.

Stage 1: Contact and Initial Trust Building

Scammers make contact via WhatsApp, Telegram, Instagram, LinkedIn, or dating apps. The opening is always
low-pressure. A casual message: a wrong number, a shared interest, a friendly greeting. The profile is polished
with stolen photos of attractive, successful-looking individuals. There is no immediate mention of money.

Stage 2: The Slow Seduction

Over weeks of daily contact, scammers act as attentive, caring, and genuinely interested partners. They learn
about the victim's life, goals, and finances. They share their own fabricated story of wealth built through smart
crypto investments. They casually mention their trading success without ever asking the victim to invest. This

creates curiosity.

FRAUD TACTIC
Scammers use detailed scripts and often work in teams, with one person managing dozens of victims
simultaneously. The emotional manipulation is deliberate and calculated, designed to override rational

thinking.



Stage 3: The Investment Pitch

Once trustis established, the scammer reluctantly shares access to what appears to be an exclusive trading
platform. The victim is shown convincing dashboards with real-time charts, profit statements, and account
balances. Early small investments seem to work brilliantly, with profits appearing in days. The victim is
encouraged to invest more.

The platforms look professional. They have support chats, SSL certificates, even fake regulatory approvals.

Everything is designed to appear legitimate. None of it is real.

Stage 4: The Slaughter

When the victim tries to withdraw their profits, they are told to pay taxes, fees, or verification costs first. This
extraction phase can drain additional tens of thousands of dollars before the victim finally suspects something is

wrong. Then the scammer disappears. The platform goes dark. The money is gone.

REAL CASE EXAMPLE
A retired teacher in the Netherlands lost EUR 180,000 over five months to a pig butchering scam. She
had daily calls with her scammer for four months, believed they were planning a future together, and

took out a second mortgage before her bank flagged unusual wire transfers
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2. Who Are the Real Victims ?

Pig butchering victims do not fit a single stereotype. These scams target people across age groups, education

levels, and income brackets. Studies show that educated, financially literate adults are disproportionately

affected, partly because they have more savings and partly because they are confident in their own judgment.

Profile Reasons for Vulnerability

Professionals (35-55) Disposable income, confidence in own decision-
making

Recently divorced or widowed Emotional need for connection, reduced oversight

Expats and migrants New social networks, potential language barriers

Crypto-curious investors Existing interest in digital assets, FOMO

Retirees with savings Time available for long conversations, large capital
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3. Warning Signs: Red Flags to Watch For

Recognizing a pig butchering attempt early can save everything. The following warning signs apply both to

individuals and to platforms that may unknowingly facilitate these scams.

Red Flag Checklist
o Astranger contacts you out of nowhere and quickly becomes close.
o They mention impressive returns from a crypto or forex trading platform.
o The platform is only accessible through a link they provide, not available in app stores.
o Small early withdrawals succeed; larger withdrawals trigger fees or complications.
o You are asked to pay taxes or verification costs before accessing your funds.
o The other person resists video calls or live meetings and avoids specific questions about their identity.
o They express urgency or create a limited-time investment opportunity.

o Therelationship moves unusually fast emotionally or romantically.
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4. How Platforms and Organizations Become Unwitting Enablers

Pig butchering scammers rely on legitimate infrastructure to move money. Payment processors, crypto
exchanges, banks, and even social media platforms can unknowingly facilitate these schemes when their KYC
and AML processes are weak or absent.

Organizations face serious regulatory and reputational risks if their platforms are used to launder pig butchering
proceeds. Under EU AML directives, FATF guidelines, and local financial regulations, organizations are expected

to verify the identities of their users and detect suspicious transaction patterns.

Risk Area What Happens Without Controls

No identity verification Scammers create fake accounts freely
No transaction monitoring Fraud proceeds flow undetected

No KYB for investment platforms Fake platforms pass as legitimate

No document authenticity checks Fraudulent IDs pass compliance

No reusable identity profiles Each transaction starts from zero
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The WeVerify Defense Framework

WeVerify offers a layered approach to stopping pig butchering scams at the source. Whether you are a financial

platform, an investment service, or an individual looking to protect yourself, WeVerify gives you the tools to verify,

detect, and block fraud before it causes harm.

Qualified Identity Verification (KYC)

WeVerify's KYC solution verifies users with NFC-enabled ID reading and selfie matching, making it
impossible for scammers to operate under fake or stolen identities. Real-time document authentication
flags forged passports, ID cards, and licenses instantly.

Know Your Business (KYB) for Investment Platforms

Before you or your customers engage with any investment platform, WeVerify verifies the business entity.
Fake crypto platforms cannot produce authentic corporate registration documents. Our KYB checks
expose them before money moves.

Reusable Identity Wallet

A verified identity stored in WeVerify's ldentity Wallet can be reused across platforms. Users verify once
and carry their trusted profile everywhere, reducing friction while maintaining the highest compliance

standards

. Tamper-Evident Transaction Audit Trails

All verified documents and transactions are sealed with timestamps and stored in audit-ready logs. If

fraud is suspected, investigators have a complete, legally valid chain of evidence to work with.



5. API Integration for Platforms
WeVerify integrates seamlessly into existing onboarding, payment, and compliance workflows via no-

code connectors and full APl access. Protecting your users does not require rebuilding your platform.

Conclusion and Call to Action

Pig butchering scams are not random crimes. They are organized, funded, and operated by sophisticated criminal
networks that have turned human trust into a weapon. The damage is financial, emotional, and often permanent
for victims.

But they are not unstoppable. Every stage of a pig butchering operation leaves a digital footprint. Fake identities,
unverified platforms, and suspicious transaction flows can all be detected and blocked with the right tools.
WeVerify exists to provide exactly those tools, built on EU-compliant identity standards, real-time verification,

and zero-compromise fraud detection.

Give Your Users the Protection They Deserve

Register at WeVerify today and protect your platform and customers from investment fraud. Identity verification,
KYB, and fraud detection in one unified platform. Legally valid across the EU, UK, Switzerland, and the US.

www.weverify.com

Get started with EUR 50 free credit. No subscription required


http://www.weverify.com/

