
 
 
Romance Scams: When Love 
Becomes the Weapon 
How fraudsters exploit emotion and trust to steal from victims 
 
Romance scams are the highest-earning form of social engineering fraud, costing victims billions every year 
worldwide. What makes them uniquely dangerous is that the victim rarely sees themselves as a victim. This 
whitepaper breaks down how romance scams work, why platforms must act, and how WeVerify can help. 
  



 
 

Introduction: The Billion-Dollar Broken Heart 

Romance fraud is not about people being naive. It is about criminals who are extraordinarily skilled at exploiting 
the most fundamental human needs: connection, belonging, and love. Every year, hundreds of thousands of 
people across every continent send money to someone they believe cares about them. That person does not 
exist. 
 
 The scale of romance fraud has exploded with social media, dating apps, and messaging platforms. The US 
Federal Trade Commission reported over $1.3 billion in romance scam losses in 2023 and continuing to rise, 
making it the highest individual-reported fraud category. In the EU, Europol estimates the figure is at least as 
large. These numbers represent only the cases that are reported. Most victims never come forward out of shame.  
 
This whitepaper is designed for compliance officers, platform operators, dating services, and anyone who wants 
to understand the mechanics of romance fraud and implement effective defenses. 
 

 

 
$1.3B+ 

US losses reported in 2023 

 
1 in 3 

adults has encountered a 
suspected scam account  

 

 
70% 

victims contacted via social media 

  



 

 
 

1.   The Anatomy of a Romance Scam 
Romance scams follow a predictable structure. Understanding each stage helps platforms detect them 
algorithmically and helps individuals recognize them before it is too late. 
 

1.1. Building the Fake Persona 

Scammers create profiles using stolen photographs of real individuals, typically sourced from publicly available 
social media content. In many cases, the real individuals are completely unaware that their identity is being used 
in fraudulent activity. 

With the rapid advancement of artificial intelligence, this threat has evolved significantly. Attackers are no longer 
limited to stolen images. They can now generate entirely synthetic personas using AI, including hyper realistic 
profile photos, videos, and even voice interactions. These AI generated identities can appear fully authentic, with 
consistent backstories, facial expressions, and behavioral patterns that closely mimic real human users. 

As a result, traditional detection methods that rely on identifying reused or stolen images are becoming 
insufficient. Platforms must now contend with identities that are not only fake, but also uniquely generated and 
highly convincing, making trust based interactions significantly more vulnerable to exploitation. 

 

IDENTITY THEFT WITHIN A SCAM  

Romance scams often involve two victims: the person being defrauded, and the real individual whose 

identity was stolen. WeVerify's KYC tools protect both, by ensuring verified identity is attached to 

platform accounts. 

 

1.2.  Establishing the Relationship 

The scammer invests heavily in relationship building. They move quickly from an initial platform to private 

messaging. They express deep feelings early and create an intense, exclusive bond. They call, send voice notes, 

and use realistic AI-generated video or audio to appear convincing. They are consistent, attentive, and seemingly 

devoted. 



 

1.3.  Introducing the Financial Request 

The first financial request is always framed as a reluctant, embarrassing necessity. A medical emergency. A 

business deal that requires temporary bridging capital. A customs fee on a gift they tried to send. The amount 

starts small and grows. Each successful request confirms to the scammer that the victim can be pushed further. 

1.4. Escalation and Abandonment 

Over time, the requests escalates in urgency and size. When the victim eventually refuses or runs out of money, 

contact becomes sparse, then stops entirely. The scammer moves on to the next target. The victim is left with 

financial loss, emotional devastation, and often the confusion of not fully understanding what happened to them. 

  



 

2. Psychological Mechanics: Why Smart People Fall for It 

One of the most important things to understand about romance scams is that they are not a reflection of the 

victim's intelligence. They are a reflection of how effectively scammers exploit universal psychological principles. 

 

Psychological Principle  How Scammers Exploit It 

Reciprocity Giving attention and care creates obligation to 
respond in kind 

Scarcity and urgency Limited-time crises override deliberate 
thinking 

Authority Professions like military or doctor create 
unquestioned trust 

Social proof Fake friends or testimonials validate the 
scammer's identity 

Commitment consistency  Once invested emotionally, victims defend 
their choice 

Isolation  Scammers encourage secrecy, cutting off 
trusted voices 

 

  



 

3. Platform Liability and Regulatory Exposure  

Platforms that knowingly or negligently allow romance scammers to operate face growing regulatory and legal 

risk. In the EU, the Digital Services Act (DSA) requires platforms to take systemic action against illegal content 

and harmful activities, including fraud. In the UK, the Online Safety Act places specific duties of care on 

platforms to protect users.  

Beyond regulation, there is significant reputational and financial exposure. Class action lawsuits against major 

platforms for failure to protect users from fraud are increasing. Proactive investment in identity verification and 

fraud detection is no longer optional for any platform that facilitates social interaction or financial transactions. 

 

COMPLIANCE INSIGHT  

Under the EU's AML framework and the forthcoming AML Authority (AMLA) regulations, platforms 

with exposure to financial flows connected to romance fraud may face direct supervisory obligations. 

Early compliance investments now prevent far larger costs later. 

 

 

  



 

4. Vulnerability Assessment: Is Your Platform at Risk? 

 

Platform Risk Checklist 

o Users can create accounts without verified identity documentation. 

o Profile photos are not checked against identity documents. 

o There is no behavioral monitoring for grooming patterns or rapid escalation. 

o Your platform facilitates or processes financial transfers between users. 

o You have no process for victims to report and block suspected fraud accounts. 

o Your onboarding does not check against known fraud databases or sanctions lists. 

o Users can contact strangers without any identity anchor or verification layer. 

o There is no audit trail for flagged accounts or suspicious interactions. 

 

 

 

 

 

 

 

 

 

 

 



 

5. The WeVerify Defense Framework 

WeVerify provides the identity infrastructure that romance scammers fear most: real, verified, tamper-proof 

identity. Our tools make it impossible to operate under stolen or fabricated persona. 

1. Identity Verification at Signup 

WeVerify's NFC-based KYC and selfie-matching technology verifies that the person creating an account 

is who they claim to be. Stolen photos and fake documents cannot pass. This single step eliminates the 

majority of romance scam actors from your platform. 

2. Continuous Identity Anchoring 

WeVerify's Identity Wallet links a verified identity to ongoing platform activity. Users carry a trusted, 

reusable profile that cannot be replaced or reassigned. Behavioral anomalies tied to verified accounts are 

far easier to detect and act on. 

3. Document and Media Authenticity Verification 

Scammers often send fake documents to reinforce their cover story: military IDs, medical certificates, 

shipping documents. WeVerify detects forged documents in real time, exposing the fraud before money 

moves. 

4. KYB for Financial Counterparties 

When romance scammers request money transfers to businesses or accounts, WeVerify's Know Your 

Business checks can verify whether those entities are legitimate, stopping fraudulent money flows at the 

point of transfer. 

5. Audit-Ready Evidence for Law Enforcement 

When fraud occurs, WeVerify's timestamped audit trails and verified identity records provide law 

enforcement with actionable, legally valid evidence to pursue prosecution and potential fund recovery. 



 

Conclusion and Call to Action 

Romance scams cause harm that goes far beyond money. Victims suffer lasting psychological trauma, 

damaged relationships, and profound loss of trust. Platforms that allow these scams to flourish on their services 

are not passive bystanders: they are part of the problem until they choose to be part of the solution. 

The solution is not complicated. It starts with verified identity. When every account on your platform is tied to a 

real, verified person, romance scammers have nowhere to hide. WeVerify makes verified identity fast, affordable, 

and fully compliant with EU and international standards. 

 

 

 Give Your Users the Protection They Deserve 

Join the platforms and organizations using WeVerify to eliminate romance fraud. Real identity verification. Real 

protection. Real compliance. Register today and receive EUR 50 in free verification credits. 

www.weverify.com 

Get started with EUR 50 free credit. No subscription required 

http://www.weverify.com/

